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Document Target

Activating and Accessing Module

Document Target
This document explains how to use Anti-Fraud module from Sage XRT Business Exchange 11.40
Service Pack 4.

Anti-Fraud module protects Companies from fraudulent attempts such as embezzlement:

e During the transmission of funds transfer files to banks, for instance, through the
modification of Beneficiaries' Account IDs. Using a secure reference database, the
module makes sure the third party's corporate name matches the bank accounts.

e During Direct Debits, through the placement of fraudulent ones on a company account by
the company's creditors (duly authorized through mandate).

o The view and control of a list detailing the authorized direct debits specified to the
banks.

o Automatic alerts in case of not authorized direct debits.

Directs debits are now very easily set up, it only requires an account ID in the SEPA standard to
place them and banks cannot control them.
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Before You Begin...
Activating and Accessing Module
Service Manager

To use Anti-Fraud module from Online Banking, the AFRAUD service must be imported from
SXBE Service Manager.

The users with Administration rights are authorized by default.

” At least two users must be set up to use Anti-Fraud module.

Contract Manager

Access rights must be set up depending on users profiles.

Administration Sage XRT Business Exchange

Administration [Gestionnaire des contrats] Affichage

Nuwtau A(lllallsﬂ Al\l\uﬂlle Gestion des Analyse des Historique Beshl:l\ des Geshl:l\
dossier calendriers comptes de comptes || bangues des diients
Configuration

BANQUE

B ENT ¥ Opérateurs Financiers | Drots daccés | Prividges
-7 SAGE - [ SAGE} Liste des fonctions par service
4 Opérateurs Financiers et Profils Locaux
2 Profils Locaux JFF] ADMFONFR - { Adminisiration fonctionnele } -

4 Admin [ Parmétrage
'@ ADMTFR - { Administration }

Paramétres utilisateur

[ Notfications et alertes

- Opérateurs Financiers
w Contrats

Fa Espace bancaire d AFRAUD -{ Antfraude )
Anomalies
-, Listes autorisées
B[ Listes diexclusion
Bl Procédures

# BLOCFRD - { Bocage }
@ EXCPFRD - { Exceptions }
ErL Sécurts
# ACCFRD - { Acods aux cortrats }
' FILEFR -{ Téléchargement }
-~ UPLOAD - { Emission de fichiers )

& Administration systéme _! DOWNLOAD - { Réception de fichiers }
= @ HISTORY - { Historique des transferts |
¥ Gestionnaire des contrats @ MANDATFR - { Mandathéque |

Paramétrage
m B ceibion

E Gestionnaire des services

Révoauerles dots | | Acoorderles dros

& Gestionnaire des contrats de signature

CAP| NUM

VERR MAJ : ACTIVE



Work Environment — Debits by Transfer

Accessing Contracts

Work Environment — Debits by Transfer

Accessing Contracts

You can access the contracts definition (contracts for which files are to be controlled by Anti-Fraud)
from Security — Contracts Access (minimum required user right: Administration).

e@‘ﬁﬁ http://localhost/OnlineBanking/cgifisapi.dll/FrameMain?REDIRECT_SERVICE=&FRAMEMOL O ~ ¢ H =@ SAGE ¥RT Business Exchan... *

| nx s
XRT Business Exchange Tableau de bord ~ PPICHON Signature interne ~ Antifraude ~ Outils ~ @

Aide

Accueil  Anomalies Listes autorisées Listes d'exclusion Procédures Sécurité

Vous pouvez limiter I'accés a certains contrats de communication en fonction des utilisateurs. Pour attribuer a un utilisateur I'autorisation d'accés & un ou plusieurs contrats de communication, sélectionnez
I'utilisateur et cochez les contrats auxquels il aura accés puis cliquez sur le bouton Enregistrer’ avant de passer  l'utilisateur suivant.

Nom de I'utilisateur : [~

Liste des contrats supervisés - Page 1/1

D BNP EBICS sSCT SAGE Demandeur
D BNP EBICS SCT03 SAGE Demandeur
I:l BNP EBICS SCTD113 SAGE Demandeur
I:l BNP EBICS VIR320 SAGE Demandeur
I:l SOGE HTTP MT101 SAGE Demandeur

1 20[~] résultats par page

Copyright © 2015
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The access to contracts can be restricted depending on the user.
To give full access to all contracts, use the function Grant all and click Save.
To forbid access to all contracts, use the function Remove all and click Save.

To give access to specific contracts, select them and click Save.

Managing Blocking Rules

For each contract, Blocking Rules define the following:
= the situations in which the file must be blocked by Anti-Fraud
= the unblocking process for the blocked files

You can define them through the function: Procedures — Blocking (minimum required user right:
Administration).



List of Blocking Rules

This list recaps the blocking rules existing for the contracts linked to the entity of the connected user.
From this list you can create, modify and delete blocking rules.

XRT Business Exchange Tableaudebord ~  PPICHON Signatureinteme ~  Antifaude ~  Outils -

Accusil Anamalies Listes autorisées  Listes d'exclusion Procédures  Sécurité:

S

Cette liste vous présente les contrats pour lesquels des régles de blocage ont été crédes. A partir de cette liste, vous pouvez ajouter, modifier ou supprimer une régle de blocage. Pour ajouter une rigle, utilisez le bouton " Ajouter une régle "

Liste das régles de blocage - Page 1/1 Imprimer
[ 10023 BNP sCT03 EBICS. SAGE Double
S o e e
O 10015 BN scT EBICS. sAGE Doutle

K<< H e
Ajout d'une ragle

Baur créer une nouvelle régle, cliquez sur le bouton * Ajouter une régle .

Ajouter une régle
Autres actions

Vous pouvez agir sur un ensemble d'élémants de ls liste en utilisant les boutons ci-dessous.

Copyright 2015
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Creating Blocking Rules
To create rules, click Add Rule.

gi/isapi. DIRECT_SERVICE=&FRAMEMODE= £ = & || [ SAGE XRT Business Exchan... % .

XRT Business Exchange Tableaudebord ~  SAGE - PPICHON Sinatureinteme -  Anfifaude ~  Oufis -

Accusil Anomalies Liste avtorisée  Liste dexclusion Procédure Sécurité

Exczptions

Identification du contrat A

<o N
] =23

Blocage - Liste locale
Cette rubrique vous permet de dénir dans quel(s) cas un fichier va &re blogué.

[ e ichier contient un mosvement ulifsent un ters créiteus ou un compte cxéditeur référence dans a liste diexciusion

2 e e content un rsvermn st i ke ot o s d comp it pas dans i surise.

] e e conten n vesnn tlan o e ke pout gt o sodle e comespend G s s S compts atsos 44 4 It Btk

Blocage - Listss OFAC

Cette rubrique vous permet de défnir dans quel(s) cas un fichier va étre bloqué suite 3 l'exploitation de la liste d'exclusion de type OFAG,

2 e e contont un rsvern it i ke cont o 1 i sl g ar s s OFAC
[ Le fichier contient un mouvement uliksent un tiers créditeur dont le nom ou raison sodiele associé au pays figure sur les listes OFAC

[0 e fichier contient un mouvement utifsant un tiers créditeur dont le banque fioure sur les listes OFAC

[ béblocage

O simple varisation
® oubie velidetion (par deus ullssters diférents)

O anistion sutsmatioue

7142




Work Environment — Debits by Transfer
Managing Blocking Rules

Contract Identification

From this section, select the contract on which the rule is to be applied. For each contract, the
Partner, Protocol, Service and Client are presented.

Blocking: Local List

This section presents the various scenarios for a file linked to a specific contract which could lead to
a blocking process. Make your selection.

These situations had been analyzed during the file preparation in Signature.
Here are the potential scenarios:

= The file contains a transaction using a credit third party that appears on the exclusion Local
List.

= The file contains a transaction using a credit third party whose account number does not
appear on the third party Authorized List.

= The file contains a transaction using a credit third party whose account number does not
match the Corporate Name specified on the third party Authorized List.

Blocking: OFAC Lists

This section presents the various scenarios for a file linked to a specific contract which could lead to
a blocking process. Make your selection.

These situations had been analyzed during the file preparation in Signature.
Here are the potential scenarios:

= The file contains a transaction using a credit third party whose name or corporate name
appears on OFAC Lists.

= The file contains a transaction using a credit third party whose name or corporate name
associated with the country appears on OFAC Lists.

= The file contains a transaction using a credit third party whose bank appears on OFAC Lists.

Unblocking
This section enables the definition of the blocked file processing, i.e.:
= To be unblocked, files must be validated only once: Single Validation.
= To be unblocked, files must be validated twice by two people: Double Validation.

= Files are automatically cancelled: Automatic Cancellation.

Only one blocking rule per contract can be set up.
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Editing Blocking Rules
To edit blocking rules, click on one rule in the list.

All elements can be edited except for the contract ID. To save the modifications, click Edit Rule.

= |
@|ﬂ http://localhost/OnlineBanking/ cgifisapi.dll/FrameMainREDIRECT_SERVICE=&FRAMEMODE= O ~ € || I8 SAGE XRT Business Exchan... x| ‘ A & O
XRT Business Exchange Tableaudebord ~  SAGE -  PPICHON Signatureinteme «  Antifraude ~  Outis «  (2)
e
Accueil  Anomalies Liste autorisée  Liste d'exclusion Procddure  Sécurité
Sens
~
du contrat

Partenaire : e Protocole : EBICS Service : SCT03 Client : SAGE

Blocage - List= locale

Cette rubrique veus permet de définir dans quel(s) cas un fichier va &me blogué.

jrs créciteur o un campte créditeur éférencé dans 12 iste Texciusion

5 créditeur Gont e huméro de ‘existe pos dans la liste aulorisée

e pour Ieguel 12 raison sociale ne corespand pes u numdro de compte sssoci dans 1a iste autarisde.

Blocags - Listes OFAC

Cette rubrique vous permet de définir dans quel(s) cas un fichier va étre blogué suite 3 Pexploitation de |z liste d'exclusion de type OFAC.

5 OFAC
igure sur les lstes OFAC

s Gont lo bangue figure Sur 1es listes OFAC

e Copyright 2018
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Deleting Blocking Rules
To delete blocking rules:
= Click on one rule in the list. Click Delete Rule.

= Or select the rule from the blocking rule list and click Delete Selection.

A Rule can be deleted only if all the files for the corresponding contract, are
Unblocked or Cancelled.

Managing Exceptions

This management consists in determining the specific cases when files must not be controlled by
Anti-Fraud, even if they correspond to contracts for which control has been required or if these files
must be automatically cancelled in case of errors.

You can define the exceptions through the function: Procedures — Exceptions (minimum required
user right: Administration).



Work Environment — Debits by Transfer

Managing Exceptions

Exceptions List

This list gathers the exceptions for which files are not controlled or are automatically cancelled. From
this list, you can add, change or delete exceptions. To create exceptions, click Add exception.

10/42

e £2)| == http://localhost/OnlineBanking/cgifisapi.dll/FrameMain?REDIRECT_SERVICE= &FRAMEMODE=

P - & || =» SAGE XRT Business Exchan... * .

XRT Business Exchange Tableaudebord ~  SAGE ~  PPICHON Signature infeme - Anfifraude ~

Procédure  Sdeuritd

Aeeveil Anomalies Liste sulorisée  Liste dexciusion

o

Catte lsta vaus présente |es cas dexception pour lesqueis s fichiers ne Seront pas contrdiés. A partic de celte liste, vaus pouvez Bjouter, modifier 6u SUDRNIMEF UNE Exceplion Pour ajouler une exceation, UENSEZ I& bouten ™ Ajouler une exception ™.

Liste des exceptions - Page 1/1 Imprimer

Os [T VIRI20 Esics. SAGE 10E
Oo:z BNP e Esics SAGE sap

s [EBT réutaspor pase

Ajout d'une exception

Pour erder une nouelle exception, chques sur le bouton " Ajouter une exeeption "

Ajouter une exception

‘copymgni © 2015

se
SISNTIEIEILY
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Adding Exceptions

|- |
0+ & || = 5aGEXRT Business Exchan... % ‘ ‘ ok L
XRT Business Exchange Tableaudebord -  SAGE -  PPICHON Signatweimeme - Antfraude - Outis ~ 2

e @ ‘ = http://localhost/OnlineBanking/cgi/isapi.dll/FrameMain?REDIRECT_SERVICE= &FRAMEMODE=

sap
HESTIEEIEILY

The table presents all the contracts for which exception creation is possible. All these contracts can
be blocked by Anti-Fraud, this is the same list as the contract list proposed during the definition of
blocking rules.

Original Application: for which the exception is to be applied.
” Only one exception is possible for the pair [Contract — Original Application].

Applying Exceptions
e Test with APP parameter via PDSCOPY

Anti-Fraud does not control the files corresponding to exceptions, even if they are linked to a contract
with a blocking rule.



Work Environment — Debits by Transfer
Authorized Third Parties

Editing and Deleting Exceptions
To modify an exception, click its ID from the exception list.
The original application can be edited. To save the modifications, click Edit Exception.
To delete an exception:
= click its ID from the exception list. Click Delete Exception,

= or select the exception from the exception list and click Delete Selection.

Authorized Third Parties

The list of the authorized third parties is the reference database in which data are to be checked by
Anti-Fraud module.

This list is also used by Payments module as it contains the third parties that are used
for the payment transaction management.

It can be accessed from Authorized List — Third Parties.

e@\w http://localhost/OnlineBanking/cgifisapi.dll/FrameMain?REDIRECT_SERVICE=&FRAMEMOL 0 ~ ¢ H = SAGE ¥RT Business Exchan..

XRT Business Exchange Tableaudebord ~  PPICHON Signatwreinteme ~  Aniffaude ~  Outlls - %

Filtre appliqué :

Code + | Nom | @]
Liste des tiers - Page 1/1
=Y
[E] it e HRE. G5 5
Oo-m Manuel Non Actif @
[ 7001 - n=ms001 FR20041000010000000000063 oL R Maruel et
[ 1002 - n=mep02 FR20041000010000000000165 oL R Maruel Actif

Ajo

<, dliquez le bouton "Ajouter un tiers’ ou pour importer une lista de tiers cliquez sur le bouton Tmporter',

===

Autres actions

ous pouvez supprimer, imprimer la fiche descriptive dun ensemble de tier

Copyright © 2015
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Authorizing Third Parties
First, click Add Third Party.
Creating a third party involves entering information on the third party, its bank and its account.
The entry form for third party creation consists of several sections:
= identification of the third party (code, name, address, country)
= identification of its bank (name, address, country, BIC)
= identification of its bank account (bank identifier, type, currency, location)
= identification as being part of one or several groups (no use for Anti-Fraud)

The only mandatory entries are the code and the name of the third party, however in most cases,
information on its location and account is essential to use this third party.

Importing Authorized Third Parties
Click Import Third Parties.

Third parties can be imported either manually or automatically.

In both cases the expected file structure (XML) must be respected.

Manual Import

Select the file to be imported and click Import.

Import batches are not processed in real time. They are systematically queued and processed in
accordance with server priorities and availability (see Service Manager).

Queued imports and the results of imports already carried out can be viewed by clicking Display
Batch Process List.

Click the report icon to see the results of the import: number of transactions imported/number of
transactions refused and reason for refusal.

When the Convert Accounts to IBAN option is selected, all the third party accounts appearing in the
file and for which the <beneficiary><beneficiary_account><identifier_type> information is different
from IBAN, are automatically converted into the IBAN standard.

The impossibility of account conversion does not involve a reject of the third party.
If this option is selected, the report gives the following information:

= the Statistics table displays a new column: Converted accounts between the Update and
the Rejected columns.

= the import details display a new section List of Created Third Parties — Not Converted
Accounts which shows:

= Code — Third Party Name

= Reason



Work Environment — Debits by Transfer
Authorized Third Parties

Automatic Import
The import executable is IMPVIR.EXE.

The arguments are:

= /P: Import entity alias
= /U: Financial operator alias
= /F: Import type:
BENE Beneficiaries
= /DSN: ODBC connection string
= /NOLOG: No database logging
= /IBAN: Conversion of accounts into IBAN (Y/N)

Structure of Third-Party Files

See appended document

Editing and Deleting Authorized Third Parties

To edit a third party:
= click a third party ID in the list. To save the modifications, click Change.
= or select several third parties and click Change Selection.

To delete a third party:
= click a third party ID in the list. Click Delete,

= or select several third parties and click Delete Selection.



Excluding Third Parties from Local List

Local List

The local list for excluded third parties is available from Exclusion List — Local List.

< G- gifisapi. DIRECT_SERVICE=&FRAMEMODE= O - & || I SAGE XRT Business Exchan.. X . {0} 5.9 £23

XRT Business Exchange 2

Tableau de bord ~ SAGE ~

PPICHON Signature infeme ~

Anfifraude - Outils ~

Acrueil Anomalies Liste autorisée  Liste dexclusion Procgdure  Séeurité

e

Cette liste vous présente les tiers et numéros de compte doutewx dont ['utilisation sur une transaction va entrainer un blocage du fichier. A partir de cette liste, vous pouver cré tiers, importer un fichie un ensemble de tiers, modifier ou

202222020222222202222222202202 Liste autorisée
FR7620004000010000000000033 FR Manuel

K[<[<EX> [>T [200=] résuiats par page

Ajout dlun tiers

Pour ajouter un tiers, diguez sur le bouton " Ajouter un tiers " et pour imperter une liste, diguez sur le bouton " Importer des tiers ",

Autres actions

Vous pouvez modifier et supprimer un tiers, exporter tout ou partie e la lisze.

Copyright 82018
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” It is not used by Payments module.

” If a file contains a transaction using an excluded third party, depending on what
specify the blocking rules set up for the contract of the file, it can be blocked during
its preparation.
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Creating Third Parties
From the local list for excluded third parties, click Add Third Party.

e@‘m hitg://localhost/OnlincBanking/<gi/isap.dll/FrameMain?REDIRECT_SERVICE=&FRAMEMOL O ~ & || e SAGE XRT Business Exchan... | ‘

XRT Business Exchange Tableaudebord ~  PPICHON Signalureinfeme - Anfifaude ~  Outis ~ @

Accueil Anomalies  Listes autorisées  Listes d'exclusion  Procédures  Sécurits

aisissez 'ensemble des champs du farmulaire puis cliquez sur le bouton " Enregistrer .

I~

Bang
Nom
Pays T~
Code BIC:
Compte
Code BIC

O Local ® 1man

Pays  CIéIBAN N° compte

T T

Copyright ® 2015
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Only the Corporate Name is mandatory and unique.

” You can activate a control over the local key and/or IBAN from Administration.

Click the Save button to save the third party into the exclusion list.
Importing Third Parties

Manual Import

From the excluded third party list, click Import Third Party.



?REDIRECT SERVICE=&FRAMEMOL O ~ & H =xp SAGE XRT Business Exchan... x | |

Tableau de bord ~ PPICHON Signalure inteme ~ Anliffaude ~ Quiils ~

t le format de ce fichier. Cliquez ensuite sur " Impareer .

Gopyright @ 2015
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Select the file to import using the Browse button plus the file format to import (CSV or XML) and click
Import.

Automatic Import
Use MGTBLACKLIST.exe

CSV Structure
Name;Country;Bank Name;Bank Country;BIC;Account Type;IBAN;Account Number

XML Structure

<blacklist>

<blacklist_item>

<thirdparty>
<name>
<country>

<thirdparty_bank>
<name>
<country>
<BIC>

<thirdparty_account>
<Type>
<IBAN_key>
<Account>
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Excluding Third Parties from Local List

Modifying/Deleting Third Parties

To modify a third party, click the third party's Corporate Name from the third party list. To save the
modifications, click Change.

To delete a third party:
= Click on a Corporate Name in the list. Click Delete,

= or select several third parties and click Delete Selection.

A user cannot operate on a same third party twice in a row. So the creator of an
excluded third party cannot modify, nor delete it. The editor of an excluded third party
cannot undo his/her modification, nor delete it.

Exporting Third Parties

Manual Export

From the excluded third party list, select the third parties to export and click Export selection.

] Win2012_FRP - VMware Player (Non-commercial use only) =T
Player v | ] ~ & 1% My *a 5 % =E8 @ FE

e@‘m http://localhost/OnlineBanking/cgifisapi.dil/FrameMain?REDIRECT_SERVICE=&FRAMEMOL O + & ” =p SAGE XRT Business Exchan... x ‘ |

XRT Business Exchange Tableaudebord ~  PPICHON Signature inteme - Antifraude - Outils -

Vous allez exporter des éléments da la lists noire. Cliquez sur le bouton " Exportar "

Format: [Csv ||
]

GCopyright ® 2015
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Select the format for the file to export (CSV or XML) and click Export.
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Automatic Export
Use MGTBLACKLIST.exe

CSV Structure
Name;Country;Bank Name;Bank Country;BIC;Account Type;IBAN;Account Number

XML Structure

<blacklist>

<blacklist_item>

<thirdparty>
<name>
<country>

<thirdparty_bank>
<name>
<country>
<BIC>

<thirdparty_account>
<Type>
<IBAN_key>
<Account>

” Export and Import structures are identical.

Excluding Authorized Third Parties

For some reason, Third parties can be excluded from the authorized list. To optimize workflows, third
parties can be directly excluded from the authorized list.

From the authorized list, click Exclude.
A wizard opens up.
Step 1: select the exclusion criteria:

e Name

e Account Number
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Excluding Third Parties from Local List

A single name of third party can be used for several account numbers. A single
account number can be used for several third parties.

(— )| = http://localhost/ fegi/isapi.dil/F TREDIRECT_SERVICE=&FRAMEMODE= O ~ & || sxe SAGE XRT Business Exchan.. x

XRT Business Exchange Tableau de bord - SAGE - PPICHON Signature inteme - Paiements - Outils —

Accusil Paramétrage Création Importation Modification Validation Autorisation  Modification des remises Validation des remises Joumal Procédures Gestion des incidents Automatismes Régartition bancaire ...

URLdebsse e Groupesdebiers  Cotégories detransactions  Moddles dexportation  Modilesdessisie  Modlesdimportstion  Identifionts  Cutoff Times  Mandats

Copyright © 2015
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Step 2: the list for these criteria is displayed.

Example using Name as a criterion: you must select the exclusion element to apply.

L3P (50)| = htp://localhosty/OnlineBanking/cgifisapi.dil/FrameMain?REDIRECT_SERVICE=&FRAMEMODE= O = €

=» SAGE XRT Business Exchan... % . 1 K 1t

XRT Business Exchange Tableaudebord - SAGE =  PPICHON Signatweinieme -  Paiemens ~  Outs ~ @

Accuedl Paramétrage Création Importation Madification Validation Autorisation  Modification des remises Validation des remises Joumal Procédures Gestion des incidents Automatismes  Répartiton bancaire ..,

URLdebase  Fitre Growpesdetiors  Catégories detransactions  Moddles dexportation  Moddlesdessiie  Modtles dlimportation  Identifionts  Cutoff Times  Mandats

® ExcLusIoN
© Excwsion

[AGA - BEE résultats par page
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Step 3: the resulting list of the excluded third parties is displayed.

L2 (50) = hitp://localhost/ Jegifisapi.dil/F 7REDIRECT SERVICE=&FRAMEMODE= 0 ~ €

=x¢ SAGE XRT Business Exchan... * .

XRT Business Exchange Tableau de bord ~ - PPICHON Signature inteme ~ Paiements -

Accusil Paramétrage Créstion Importation Modification Validation Autorisation Modification des remises Validation des remises Joumal Procidures Gestion des incidents  Automatismes  Répartition bancaire

URLdebse  Flre det égories d i Moddles i Modiles de saisie  Moddles dimportation  Idendfiems  Cutoff Times  Mandats.
choisissant ca eritbre, v

En , vous allez exclure les tiers sulvants.

Liste des tiers - Page 1/1

EXCLUSIONI EXCLUSION I1111111111111111111111111311
EXCLUSION2 EXCLUSION 222202222022222222222222222222

CIE3E - EEXE] résulars par page
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Step 4: an icon is placed before the excluded third parties, warning that using them for a transaction
could block the entire file that includes this transaction.

LB (50) = hitp://localhost/ Jegifisapi.dil/F TREDIRECT SERVICE=&FRAMEMODE= O ~ ) || s SAGE XRT Business Exchan... X .

XRT Business Exchange Tableau de bord ~ SAGE - PPICHON Signature inteme - Paiements - Outils
ccusil Paramétrage Créstion Importation Modification Validstion Autorisation Modification des ramises Validation des ramises Joumsl Procidures Gestion des incidents Automatismes Répartiion bancaire

URLdebse  Flre det égories d i Moddles i Modiles de saisie  Moddles dimportation  Idendfiems  Cutoff Times  Mandats.

Uictne ) » 14 pastinné sevant 2 tiers Bl leter Fullsateu sur e isques g bocage d Thar sn cas Pulisation 8 e ierd8ur s rnsseion

Terminer

sxe oo
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Excluding Third Parties from Local List

e@\w http://localhost/OnlineBanking/cgisapi.dil/FrameMainIREDIRECT_SERVICE=&FRAMEMODE= O = | s SAGE XRT Business Bichan... % ‘ ‘ A A 1

XRT Business Exchange Tableau de bord - SAGE - PPICHON Signature inteme - Paiements ~ Outils ~ @

Accueil Parsmétrage Création Importation Medification Validation Autorisation Modification des remises Validation des remises Joumal Procédures Gestion des incidents Automatismes Répartition bancaire ...

URLdebase  Aitre Groupssdetiers  Cané: d Modiles Modbles dessisie  Modiles dimportation  Idencfisnts  Curoff imes  Mandats

== \ ~

[—
coe: | - | B

Liste des tiers - Page 1/1

e S— [ @ « 5Bl =
@

[0 Excusion: - excrusion gy 1111113111131 11113 11131111113 Manuel Nen Actif

[ EXCLUSIONZ - EXCLUSION g 222222222222222222220222222222 Manel Nan Actf @
[ ExcLUSION: - EXCLUSION gk 222222222222222222222222222772 Manuel Non Actif
[ ExcLusIons - excu sion £y 222222222322023222729232222322 Manuel Nan Actif
O m-1r Manuel Non Actf @
[ To01 - nameoy FR20041000010000000000069 Lol ® Manuel Actif

[ T002 - nametoz FR20041000010000000000166 LeL 3 Manusel Actif

Agout d'un tiers

Pour ajouter un tiers, diquez le bouton 'Ajouter un tiers' ou pour importer une liste de tiers cliquez sur le bouton ‘Importer’,

T T T

Third parties excluded directly from the Authorized List are displayed with the source indication in the
Anti-Fraud Exclusion List.

XRT Business EXChange Tableau de bord ~ PPICHON Signalure interne ~ Antifraude ~ Outils ~

Aide

Accueil Anomalies Listes autorisées Listes d'exclusion Procédures  Sécurité

importer un fichier contenant un ensemble de tiers, madifier ou supprimer un tiers.

Liste des tiers de Ia liste noire - Page 1/1 Rechercher Imprimer

[] BLAcki FR7630004000010000000000039 FR Liste autorisée

résultats par page

1

Ajout d'un tiers

Pour ajouter un tiers, ciquez sur le bouton " Ajouter un tiers " et pour importer une liste, cliquez sur le bouton " Importer des tiers "

Ajouter un tiers Importer des tiers

Autres actions

Vous pouvez modifier et supprimer un tiers, exporter tout ou partie de la liste.

Copyright @2015
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Excluding Third Parties from OFAC Lists

Anti-Fraud can use the data provided by official governments lists. OFAC (Office of Foreign Assets
Control) Lists belong to this kind of lists and consist of:

o SDN List (Specially Designated Nationals and Blocked Persons list)
o Non-SDN List compiling lists such as the Foreign Sanctions Evaders List, the List of
Persons Identified as Blocked Solely Pursuant to E.O. 13599, the Non-SDN Iran

Sanctions Act List, the Part 561 list, the Sectoral Sanctions Identifications List and the
Non-SDN Palestinian Legislative Council List.

These lists consist of data on all kinds of entities (aircrafts, individuals, organizations, companies,
etc.).

But only the data on companies and individuals are to be used.

e For SDN List: use of sdn.xml, available on https://www.treasury.gov/resource-
center/sanctions/SDN-List/Pages/sdn data.aspx

e For Non-SDN List: use of consolidated.xml, available on https://www.treasury.gov/resource-
center/sanctions/SDN-List/Pages/consolidated.aspx

Accessing Lists

To automatically update the official lists, you need to select the lists you want to use from Security —
Access To Lists.

e@|= http://localhost/OnlineBanking/cgi/isapi.dil/FrarneMain?REDIRECT_SERVICE=&FRAMEMODE= L-c H ﬂ SAGE XRT Business Exchan... | |

XRT Business Exchange Tableaudebord -  SAGE -  PPICHON Signature int

Accueil  Anomalies  Liste autorisée  Liste dexclusion  Procédure  Sécuried

Acces aux listes Accks aux contrats

Afin de procéder a la mise a jour automatique du contenu des listes officielles, vous devez sélectionner |es listes que vous souhaitez exploiter.

Entité : SAGE

Listes: [ Listes OFAC
[] Liste EU
[ Liste UN


https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/sdn_data.aspx
https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/sdn_data.aspx
https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/consolidated.aspx
https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/consolidated.aspx

Work Environment — Debits by Transfer
Excluding Third Parties from OFAC Lists

OFAC Lists
You can access OFAC lists from Exclusion List — OFAC Lists.

CEe=ran CTT . e
X1 it v h aga O & §

€ C | O bcalhost

XRT Business Exchange

Through a scheduled task, this list is filed and refreshed from the download of files hosted on the
OFAC Site.

In AFRAUD Service, you need to activate this scheduled task for OFAC Lists download; it has the
following default characteristics:

- Default Download once a day
- Argument /URL_SDN, to specify the site and the name for the file to download
- Argument /URL_CONS, to specify the site and the name for the file to download

The update cancels and replaces data.

OFAC Detailed Records

You can access the details of each item from OFAC lists using the corresponding hypertext link.
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XRT Business Exchange Tableaudebord ~  SAGE -  PPICHON Signafure inferne ~  Anfifiaude = Outls ~

Accuel Anomalies Liste autorisée  Uiste dexdusion Procidure Séourité

Liste locale

Tioe Entite
- ALAgQSA TV
Prénam

Date de neissance :
Liew ge naissence.

Liste son
Pregramme (s} soaT

Nationaitk(s)

Citoyennatés) :

Remargues - Telaghone: 0057282851500, Fax: 0097282858208

| tdensification

[ L — ]

Alias
—
Adressas.

Tabaliya

#5 - RALESTINE, ETAT DE

Copyrigh

Records list the various known names and addresses for items.

Searching OFAC List
From the list, click Search. The asterisk * can be used to replace any character.

< [» -2 gifisapis DIRECT_SERVICE=&FRAMEMODE= O ~ C || [B SAGE XRT Business Exchan... .

XRT Business Exchange

Tableau de bord ~ SAGE ~ PPICHON Signature inteme ~

Accusil Anomalies Liste autorisée Liste dexcusion Procédure Sécurité

oo

Wous trouversz ci-dessous les informations fournies par ['OFAC (Office of Forsign Asssts Control), arganisme américsin d contréle financier, 3 travers |2 mise 3 dispostion d'un ensemble de listes comme |2 liste SDI (Spacially Designated Nationals 2nd Blocked Persons lst).

Contenu des listes OFAC - Page 14/287

Antifraude ~

AL-"AIMI Haijaj Fahd Hafiaj Muhammad Shabib | SDGT SDN
AL-AKHTAR TRUST INTERNATIONAL o SCN
ALAKTA COTTON TRADING COMPANY e = supan son
AL-ALAMI Imad Khalil o — sDGT son
soeT son

L SDGT SEN

AL"ALLAK Ashraf Ahmad Fr programme ™ speT son
AL-AMIRI Adnan Talib Hassim . — RAQZ son
ALANIZ 'abd al-Rahman Khalaf 'Ubayd Juday' speT son
AL-'ANIZ1 ‘Abdallsh Hadi ‘Abd al-Rahman Favhan Shartf [ “™'* SDGT son
AL-AQIL Ageel Abdulaziz Ageeil Etat  Code Provinee SDGT SoN
e ' oo o
AL-AQSA FOUNDATION uste 2] saT son
AL-AQSA FOUNDATION e SCN
AL-AQSA FOUNDATION soeT son
AR L caracein = peut ire ki i place e mmponte quel caractire B el o]
AL-ADSA TSLAMIC BANK SOT, SDGT son
AL-AQSA MARTYRS BRIGADE SDT, FTO, SDGT son
soeT son

AL-AQSA TV

www.sage.com
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Workflow — Debits by Transfer

Preparing and Blocking Files

All the prepared files linked to a contract for which blocking rules have been set up, are controlled by
Anti-Fraud.

In case of error, the file is Blocked.

The user who prepares a file is then able to view the files blocked by Anti-Fraud in the blocked file
list displayed in Signature — Operation — Blocking.

e@‘m http://localhost/OnlineBanking/cgifisapi.dll/FrameMain?REDIRECT_SERVICE=&FRAMEMOL O ~ & H =# SAGE XRT Business Exchan... x | |

XRT Business Exchange Tableaudebord -  PPICHON Signalure inteme -~ Signature - Ouiils - 'S?p

Accusil Parsmétrage  Signsture  Exploitation

Rejets CESPRE  Refus  Archives  Verrous

Les fichiers présents dans Ia liste ci-dessous ont £té bloqués par le module Antifraude suite 3 'application des régles de blocage. Iis doivent &tre pris en charge dans le module Antifraude avant d'étre & nouveau dispenible pour signature.

1>

Liste des fichiers - Page 1/1

[EAT] résutas par poge "
e T e T e e o , ,
. ]
j 114 8NP EBICS (Password) sCT SAGE SCT_TLN.fin

=] 110 BNP EBICS (Password) seT SAGE SCT_TLN.fin

E] 109 8NP EBICS (Password) ser SAGE SCT_TLN.fin

Copyright @ 2015
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So that you can act on the blocked file list, it is also displayed in Anti-Fraud — Errors — Debits by
Transfer.

It presents the files blocked after application of blocking rules. For each file, you can access the
elements that caused the blocking using the + sign next to file IDs.

You can also change the file statuses. Before being unblocked, files must be validated once or twice.



a@‘ﬁ? hitp://localhost/OnlineBanking/cgi/isapi.d|l/FrameMain?REDIRECT_SERVICE=&FRAMEMOL O ~ ¢ ” ¢ SAGE XRT Business Exchan... * ‘

XRT Business Exchange Tableau de bord ~ PPICHON Signature infeme ~ OnlineBanking + Outils ~ @

>

e ous pouvez accéder aux €léments & l'onicine du blocage. A partir de cette liste, vous pouvez
nt e boutan " Valis foi: ions 2 ilisez. « Debloguer » pour pol

polication des réales de blocage. Pour chague fichier, v
ix fois le fichier bloque en wtili ider ", Une fois |2 ou les validati es, utilisez le bouton
module de

évoluer le statut des fichiers. Avant de pouvoit
re |e traitement du fichier en signature. La|

Liste des fichiers - Page 1/1 Rechercher Imprimer

O s BNP scT EBICS SAGE Blogué 11/04/2016 |
B3 BNP scT EBICS SAGE Annulé 18/03/2016 1]

O B1w0 BNR scT EBICS SAGE Blagué 11/04/2016 |

e

BLACK1 30004000010000000000039 Tiers ou numéro de compte inserit sur lz liste noire

O 109 BNP 5CT EBICS SAGE Blogqué 11/04/2016 L]
[oft] BNp sCT EBICS SAGE Annulé 18/03/2016 |
E107 BNP scT EBICS SAGE Débloqué 18/03/2016 |
E106 BNP scT EBICS SAGE Annulé 18/03/2016 15
105 BNp scT EBICS SAGE Déblaqué 18/03/2016 1|
[oftr BNp scT EBICS SAGE Annulé 18/03/2016 |
E102 BNP scT EBICS SAGE Débloqué 18/03/2016 |
@101 BNP scT EBICS SAGE Annulé 18/03/2016 1]

1 résultats par page
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The blocked file list can also be viewed from File Status in Signature Contract Manager.

Validating Blocked Files

To validate blocked files from the list, click Validate. You must enter comments.

Depending on the unblocking rules set up for the contracts involved, files must be validated once or

twice.

If only one validation is required, then after clicking the Validate button, the status turns to Validated

1.

If two validations are required, then after clicking the Validate button, the status turns to Validated

1/2, then after clicking the Validate button for the second time, to Validated 2/2.

” The user who validates the file must be different from the one who prepares it.

The user who first validates the file must be different from the one who validates in

second.

” You must enter comments.

www.sage.com
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Cancelling Blocked Files

e@\w http://localhost/OnlineBanking/cgifisapi.dll/FrameMain?REDIRECT_SERVICE=&FRAMEMOL 0 ~ ¢ H = SAGE ¥RT Business Exchan..

XRT Business Exchange Tableau de bord ~ PBENOIT Administrateur Tiers - Antifraude ~ Outils - ‘@i

Accuel Anomalies  Listes autorisdes  Listes d'exclusion  Procédures  Sécurité

0 @114 ] scT EBICS SAGE Valid (1/2) 11/04/2016 %)
@113 BNP scT EBICS SAGE Annulé 18/03/2016 i)
0 @i BNP 5CT EBICS SAGE 11/04/2016 L)
0 @1ws BNP scT EBICS SAGE 11/04/2016 L]
108 ] scT EBICS SAGE 18/03/2016 %)
@107 BNP 5CT EBICS SAGE 18/03/2016 i)
108 BNP scT EBICS SAGE 18/03/2016 L)
@105 BNP scT EBICS SAGE 18/03/2016 L]
@104 ] scT EBICS SAGE 18/03/2016 %
@102 BNP 5CT EBICS SAGE 18/03/2016 i)
@101 BNP SCT EBICS SAGE 18/03/2016 L)

1 [201] résutats par page

H
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Cancelling Blocked Files

The cancellation of blocked files can happen any time on any files but the ones with Unblocked
status.

To cancel files, select them from the list of files in error and click Archive. You must enter comments.
Its status turns to Cancelled.

The user who cancels the file must be different from the one who prepares or
validates it.

” You must enter comments.

You can view your file in Signature — Operation — Archives to learn the reason entered during the
file cancellation in Anti-Fraud.



e@"v http://localhost/OnlineBanking/cgi/isapi.dll/FrameMain?REDIRECT_SERVICE= &FRAMEMOL O ~ ¢ H =xp SAGE ¥RT Business Exchan... *

XRT Business Exchange Tableau de bord ~ PPICHON Signature inteme ~ Signature ~ Outils = f‘a

Accuel Parsmétrage Signature  Exploitation

Les fichiers sont archivés suite 3 leur transmission, rejet ou annulation en cours de traitement. Ces fichiers peuvent &tre visualisés en diguant sur le lien hypertaxte ou en sélectionnant |es fichiers et en diquant sur les bourons "Ticket Résumé’ ou 'Ticker',

>

Filtre 2ppliqué :
Modéle daffichege

Liste des fichiers - Page 1/1

Message de la page Web

l.'é Tentative de fraude ]

EBICS (Password)  SCT SAGE SCT._TEST ANOMALIE LISTE NOIRE fin

Oow 111 8N EBICS (Password) SCTU3 SACE velom_SCT_BNP_SAGE_ ch222830-4/46-412F af71-62d5c0831510.fin
w -] 108 & B8NP EBICS (Password) SCT SAGE SCT_TLA.fin
| 4 -] 106 & 8NP EBICS (Password) SCT  SAGE SCT_TLA.fin
¥y o 104 @ BNF  EBICS (Fassword) SCT  SAGE 0/0 ] SCT_TIN fin
Ow 02 102 BNP  EBICS (EBICS)  SCT SAGE 1/t 25/02/2016 o1 SCT_TRLfin
0w 102 8NP EBICS (Pessword) SCT  SAGE 1/1 25/02/2016 w1 1 SCT_TRL#n
Ld -] 101 & 8NP EBICS (Password) SCT  SAGE o/o [ SCT_TLN.fin
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Unblocking and Signing Validated Files

When files are validated (once or twice depending on the rule linked to the contract), they can be
unblocked to continue their processing in Signature.

The user who unblocks the file must be different from the one who validates (rank 1 and
2).

” You must enter comments.

To unblock files, select them from the list of files in error and click Unblock. You must enter
comments. The file status turns to Unblocked and is available from the list of files to sign in
Signature.
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Searching and Printing

Searching and Printing
To find files, click the Search button in the list of files in error.
Search criteria are as follows:

o File Preparation Date

e FileID

e Service

e Partner

e Protocol

e Client

e Status

” Some criteria are in multiple selection.

L) (-0)| == hitp://localhosty gi/isapi DIRECT_SERVICE=&FRAMEMODE: O ~ G || = SAGE XRT Business Bxchan... X . A ok L

XRT Business Exchange Tableaude bod ~  PPICHON Signatureinteme ~  Anfifiaude ~  Outils - g'

Accueil  Anomalies  Listes sutorisdes  Listes d'sxclusion  Procidures  Sécuritg

Gette sz yous présent e ichier bogués st 3 Fapplication desrégles de blocage. Pour chate fichier, yous pouyes accdter aux déments 3 origine di blocage, A parir de cete st vous pouves fire veluer e staut desfcfers: Avant de pouvlr
débloquer Ie fichier en signature, vous devez valider une ou deux fois e fichier bloqus en utilisant |e bautan " Valider ", Une fois |2 ou les validations effectuées, ubilisez le boutan « Débloquer » pour poursuivre le traitement du Achier en signature. La suppression
des mouvements suspects s'effectuera dans le parapheur du module de Signature.

Lista des fichiers - Page 1/1 Rechercher Imprimer

O @114 BHP Recherche rapide SAGE Validé (1/2) 11/04/2016 %)

113 BHE oate oe[¥]a SAGE Annul 18/03/2016 )

O @i BNR 10. Fien, SAGE Blequé 11/04/2016 )

O @1wos BuR Servies : ] SaGE Bloqué 11/04/2016 1
parensice [ ]

E108 BHP prienare SAGE Annulé 18/03/2016 L]
Frotsccte s [ =]

107 BNP SAGE Débl é 18/03/2016 i

B e T4 loaut /0 ]

106 BNP Stetut SAGE Annulé 18/03/2016 )

s

@1os BiP SAGE Debloqué 18/03/2016 L5

@104 BNP = SAGE annuls 18/03/2016 L]

@02 BiP SacE Dabloqus 18/03/2016 "

@0 BNP scr esics SAGE annuls 18/03/2016 "

+ [T il pr e

T N T

VERR MAJ : ACTIVE

CEAES

To print the displayed list of files in error, click the Print button in the list of files in error.



File History

In Anti-Fraud, history for each file is available from the error list, History column. This history tracks
down the changing statuses of files.

PREN.. .. e DIRECT_SERVICE=&FRAMEMOL O + & || sxp SAGE XRT Business Bxchan.., X . 1k

XRT Business Excha nge Tableau de bord ~ PBENOIT Administrateur Tiers « Antifraude ~ Outils ~ @

nige

accueil Anomalies  Listes sutorisdes  Listes dexcusion Procédures  Sdcuritd

Historique des statuts [Td fickier 107]

Protocole ent Date:
18/03/2016 12:01:28
18/03/2016 11:59:56
18/03/2016 11:56:37

VERR MAJ : ACTIVE

Webmonitoring

You can also monitor file statuses in Webmonitoring — Flow Monitoring — Sent Flows.

L3P (50)| = hitp://localhost/ gifisapi. T_SERVICE=&FRAMEMODE= £ ~ @ || =t SAGE XRT Business Exchan... X . {0 g iod

XRT Business Exchange Tableaudobord -  PPICHON Signafurcinteme -  WebMoniloring = Outis = @

niae

Accueil Parsmétrage Indicateurs Suii des flux Sécurits

R —

e journal vous propose d'accécer dune part au suivi de ves flx da virsments et prélavements émis o 3 dmatre, et 'autre part & Thistorigua da vos sessons da ransfertpour tous contrats ds typa Damandaur / Ematzaur. Utz Gvercuslemen 3
=) Foa . Ve e demandar 3 obtanl i 28 GATSIE ah ciiant =i |2 1BneS 1421 3 Vot Aer - e

>

IR e
Liste des fchiers - Page 1/2 Paramétres avancés.
e N = = = =T Y g [
S S T S N N [ ]
[} 115 11/04/2016 16:10:40 Ajouté anp EBICS scr SAGE NC o wC
[ 114 11/04/2016 16:10:55 Blogué BNE EBICS scr SAGE 0.00
[ 113 18/03/2016 16:25:58 Annulé NP EBICS. sar SAGE 0,00
u, pres 0570472016 14143:29 Prépare B s scos sace 10055
B 111 18/03/2016 14:30:10 Signé. BNP EBICS. SCT03  SAGE 100,55
[} 110 11/04/2016 16:10:55 Blogué e EBICS. sCT SAGE 0,00
B 109 11/0472016 16110:55 Bloqué e mics sor
[ 108 18/03/2016 14:15:16 Annulé e EBICS scT
[} 108 18/02/2016 14:15:16 Annulé np. EBICS. scT
[} 107 18/03/2016 12:02:40 Préparé ane EBICS scr
('3 106 18/03/2016 11158:59 Annulé BNR EBICS ser
[} 106 18/03/2016 11:58:58 Annulé e EBICS. scr
[} 105 18/03/2016 10:59:50 Préparé ane EBICS scr

Copyright & 2015
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For each file, you can access the history of signature statuses.

L) (-0)| == hitp://localhosty gifisapi DIRECT SERVICE=&FRAMEMODE: O ~ & || =p SAGE XRT Business Exchan... X .

XRT Business Exchange Tableau de bord - PPICHON Signature intemne ~ Web Monitoring ~ Outils +

Accueil Paramétrage Indicateurs Suivi des flux  Sécurité

P icmion P Srvr

e journal vous propose daccéder 4 Phistorique de signature du fichier précédemment sélectionné. Le premier ongle trace les différentes étapes exérutées sur le fichier dans le module Signature Services et le deusiéme onglet trace les événements et traitements
exécutds sur le fichier au niveau du serveur,

Liste des Statuts.
T S N
18/03/2016 16:25:58 Annulé WA

18/03/2016 16:19:29 Blogue PPICHON

18/03/2016 16:1%:16 Ajouté WA

Liste

[ ——

Alerts

The list of the existing alerts is available in Notifications and Alerts — Anti-Fraud Alerts in
Administration.

fcgifisapi.dil ?REDIRECT_SERVICE=&FRAMEMODE= O ~ © || sxp SAGE XRT Business Exchan... % (i e

XRT Business Exchange Tableau de bord ~ SAGE ~ PPICHON Signature interne ~ Administration ~ Outils - @

nide

Accueil Paramétres iisateur Netifications et alertes

Groupe de destinataies  Alertes Admin, Fonctionnelle Mlertes Bxtraits Bancaires  Alertes Paiements  AlemiesMandars  Alenes Signawre Alertes Débiteurs

La création d'slertes vous permet de nasfier une ou plusieurs personnes en fonction de la pertinence des informations que vous souhaitez recevair , et selon certains aitéres, Pour créer une nouvelle alerte, clique sur le bouton *Ajouter une alerte', Pour modifier ou
supprimer une alerte, cliquez sur e libelé de ['lerte.

| Liste des slertes - Page 1/1

20]v] résutats par page =
‘Staput Annulé. Deébits par virement
Status blogud Débits par virement
Statut Debloqué Débits par virement
Statut validé Débits par virement
Ajout d'une alerte

Pour ajouter une lerte, diquez sur le beuton ‘Ajouter une alerte’.
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Creating Alerts
From the alert list, click Add Alert.

L () = nitp://localhost/ j REDIRECT SERVICE=BFRAMEVODE= 1 - C | mn 5AGE XAT Business Exchan... || Lok

XRT Business Exchange Taeaudobord - SAGE - PPICHON Sgmatwoitemo - Admiistaton ~  Ous ~ O

Accusil Paramétres utilisateur  Netifications et alertes
Groupe de destinztaires  Alertes Admin, Fonctionnalle  [WWOSISRUUUOIESN  plertes Extraits Bancaires  Alertes Paiements  AlemesMandats  Alertes Signature Alertes Débiteurs

Un certain nombre de tiches éeant automatisées, vous, pouvez dEfinir les personnes & informer via 'enval d'slertes en fonction de I'événement choisi. Sélectionnez les Evénements devant déclencher une alerte, définissez pour chaque alerte, les graupes de destinataires.
ouvez affiner [a ddfinition da |2 régle de décienchement de |'slerte en diquant sur Plus dloptions’. Cliguez ensuite sur l= bouton "Enregistrer’. Ls fréquance d'nvoi das alertes d ur e planifide.

Alerte
Libellé : ‘
Type: [B%= par viremamt V]

‘Alertas sur statt de Achiers en anomalies - dgbits par virement |

Se¢ 01 200 groupes de destinataires
Ostatut sioque = = Blus c'options
O stetut veiae: = =1 Blus d'aptions

[ statu ‘Désiaqué = = Plus droptions
O statut sannue = = Blus droptions

Copyright® 2015
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You must specify the alert's Description and Type with Debit by Transfer, then select the statuses
which must trigger the alert. You must select at least one recipients group.

For each status, you can define additional criteria for the alert triggering, as well as customize the
message text to send by clicking More options.

2P () < 1t/ ocalhost/ OnlineBanking/cgi/isapi.cll/FrameMainREDIRECT SERVICE=&FRAMEMODE= O = || sam SAGE XRT Business Exchan... x A K L

XRT Business Exchange Tableau de bord ~ SAGE - PPICHON Signature infeme ~ Administration ~ Outils ~ @

hide

Accueil Paramitres utlisateur Notficanions et alertes

Groupe de destinataires Alertes Admin. Fonctionnelle Alertes Extraits Bancaines Alertes Paisments Alertes Mandats. Alertes Signature Hlertes Débiteurs

‘Alertes sur statut de fichiers en anomalies - débits par virement

Ser £1.20d groupes de dastinataines

U statut mioque =1 =1 s doctions

Critéres supplémentaires

ssés en statut Sestatus.
illez

[ statut vate =1 =1 Btus goptions

[ statut Debioque:

sxp
SISEIEEIEILY
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Editing and Deleting Alerts

To modify an alert, click the alert's Description from the alert list. To save the modifications, click
Change.

To delete a third party, click the alert Description from the alert list. Click Delete,
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Work Environment — Debits by Direct Debit

Authorized Mandates List

The authorized mandate list is available from Authorized List — Mandates.

This list presents mandates signed by creditors (SCI) authorizing these creditors to place direct

debits on the company accounts.

_ﬁl-

e@‘m http://localhost/OnlineBanking/cgifisapi.dll/FrameMain?REDIRECT_SERVICE=&FRAMEMODE= O + & || sx» SAGE XRT Business Exchan... ‘ ‘ ok

XRT Business Exchange Tableau de bord ~ SAGE - PPICHON Signature inteme ~ Antifraude ~ Qutils -

Accusil Anomalies Liste autorisée  Liste dexclusion Procédure Séaunité

Mandst [EECECCR

manusllement une référence de mandat, imporcer un fichier contanant un ensemble de référances

et s vous précance e réfiances de mandass signds par crdancier (1C5) ausorisans cas demiers  prlever vas ompies. A parr de cate ste, vous peuvez ader
de mandat, modifier ou supprimer une référenc de mandat.

Liste autorisée - Page 1/1 Rechercher Tmprimer

[] ++RUM123456789798 FRZZ987654
[ ++RUMI23456789798 FREZ123436 Manuel

fl [20[] résuitats per page

Ajout dune référence mandat

Pour créer une nouvelle référence, diquez sur le bouton * Ajouter une référence mandat " ou pour importer un fichier, cliquez sur le boutan " Importer des références mandat "

‘Ajouter une référance mandat ] Importer des références mandst

Autres actions

Vous pouvez modifier et supprimer une référence mandat, exporter tout ou partie de la liste.

Sge
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Creating Mandate References

Each direct debit authorization granted by the company is to be identified through the association of

a mandate reference (UMR) and a creditor ID (SCI) to which the authorization was granted.

To create Mandate References, click the Add Mandate Reference button.

You must specify UMR and SCI, you may optionally also indicate the debit type, the mandate

signature date and its end date.

Then click the Save button to save your entry.

www.sage.com
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Authorized Mandates List

L 2B (50 B httpy//iocalhost/OnlineBanking/coifisapi.di/Frar O = & | B SAGE XRT Business Exchan.., % . X I

XRT Business Exchange Tablesudebord -  HOLDING .  ADMUSRVofreprénom -  Anfifaude - Outis -

Importing Mandate References

From the mandate reference list, click Import Mandate References.

e Sl = http://localhost/OnlineBanking/cgi/isapi.dil/FrameMain?REDIRECT_SERVICE=&FRAMEMODE=

P~ @ || =» SAGE XRT Business Bxchan... * . 1 ok £H

XRT Business Exchange Tableau de bord ~ SAGE - PPICHON Signature inteme ~  Anfifraude - Ouiils - @

Ride

Accueil Anomalies  Liste autorisée  Liste d'exclusion Procédure Sécurits

ine liste, veullez sélectionner le fichier contenant les informations et le format de ce fichier, Cliquez ensuite sur " Importer "

Nom importer : Parcourir..,
Form: csvl]

Copyright @ 2015
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Select the file to import using the Browse button plus the file format to import (CSV or XML) and click
Import.

Automatic Import
Use MGTBLACKLIST.exe




CSV Structure
Umr;Sci;Datesignature; Type,Datefin

XML Structure

<whitelist>

<mandate>
mandate_info>
<umr>
<sci>
<date_signature>
<type>
<end_date>

Editing and Deleting Mandate References

To modify a mandate reference, click the reference's UMR from the mandate reference list. To save
the modifications, click Change.

To delete mandate references:
=  You can click the reference's UMR from the mandate reference list. Click Delete,

= or select several mandate references and click Delete Selection.

A user cannot operate on a same mandate reference twice in a row. So the creator of
a mandate reference cannot modify nor delete it. The editor of a mandate reference
cannot undo his/her modification, nor delete it.

Exporting Mandate References

Manual Export

From the mandate reference list, select the mandate references to export and click Export
selection.



Work Environment — Debits by Direct Debit
Authorized Mandates List

L2 (50) = hitp://localhost/ Jegifisapi.dil/F ?REDIRECT SERVICE=EFRAMEMODE= O ~ & || sa SAGE XRT Business Exchan x Kk

XRT Business Exchange Tableau de bord ~ SAGE - PPICHON Signature inteme ~ Antifraude - Oufils - E?

Bccusil Anomalies  Liste autorisée Liste dlexclusion Procédure Saurits

m St e
I des &lé de Ia liste d'exdl Cliquez sur |z bouton ™ Exparter ",
Format: |CSV .

sae
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Select the format for the file to export (CSV or XML) and click Export.

Automatic Export
Use MGTBLACKLIST.exe

CSV Structure

Umr;Sci;Datesignature; Type,Datefin

XML Structure

<whitelist>

<mandate>
mandate_info>
<umr>
<sci>
<date_signature>
<type>

<end_date>
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Workflow — Debits by Direct Debit

Receiving Direct Debit Notices

The transactions statement is sent by the bank to the account's holder. It notifies the account's holder
of all credit/debit transactions placed on the account.

It can be used for the following purposes:
- notification of one or more debit transactions
- notification of one or more credit transactions

Four transaction types are possible:

- received transfers

- returned transfers

- received and not due direct debits

- unpaid SEPA direct debits (rejected/returned)

Only the debit transaction notices for Received and not due direct debits are relevant, they are
transmitted through CAMT.054 in which the tag <SubFmlyCd> contains ESDD or BBDD values.

Pinpointing Errors
Several tests are to be performed for each direct debit mentioned in the statement:
o Test 1: Does the UMR exist in the mandate reference list?

If not, the statement is marked as in error and mentions the suspicious direct debit reference and the
reason: Mandate not referenced in Authorized list.

o Test 2: The UMR exists in the mandate reference list, but is it associated with the SCI
of the file?

If not, the statement is marked as in error and mentions the suspicious direct debit reference and the
reason: Mandate not authorized for this SCI.

o Test 3: Is the UMR mentioned in the file?

If not, the statement is marked as in error and mentions the suspicious direct debit reference and the
reason: Mandate not specified in Statements file.

o Test 4: Is the SCI mentioned in the file?

If not, the statement is marked as in error with the reason: SCI not specified in Statements file.
o Test 5: SDD Multi-submission on One-off Mandate?

In this case, the statement is marked as in error with the reason: SDD Multi-submission on One-off
Mandate.
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Pinpointing Errors

o Test 6: Mandate used after its end date?

In this case, the statement is marked as in error with the reason: Mandate used after End Date.

The list of statements in error is available in Anti-Fraud — Errors — Debits by Direct Debit.

This list gathers all the statements for which at least one suspect direct debit was identified after this
control (comparison with the mandate reference list). For each file, you can access the elements that

caused the pinpointing using the + sign next to statement IDs.

°@|ﬂ hitp:flocalhost/OnlineBanking/caifisapi dilFrar © + G H [ S8.GE XRT Business Exchan.. * | |
XRT Business Exchange

Tableau de bord - HOLDING ~ ADMUSR Votre prénom -

Accueil Anomalies Liste sutorisde  Liste dexciusion Procédure  Sécuritd

Débits par virement [ CEEEREI

Catte liste wous présente les releves a'avis de préldvement uBISant des réfrences Manasls Aon renseigndes dans 18 liste autarisde.

P—— T [ e |

[Titulaire du compte:

Antifraude -

Elio-comMPTE-A01 I0004018280008765432148 21/10/2016 HOLDING

[Réterance Bout en Bout Montsnt Rbféranca bancaira
RUM-2016-D003 FR722ZZ123456 E2E REF POUR OPEZ 1042.15 EUR 10022-¥%-1234 Mandat non rélérance dans |a liste autorisée
Elio-caMPTE-A02 30001018250005765432146 21/10/2018 HOLDING
Rateranea Bout on Bout montant |Remrenes nancairs
RUM-2016-00001 FR27ZZZ123456 E2E REF POUR OPE3 1440.52 EUR 10022-E2-2345 Mandat nen autarisé pour cet ICS.
[E10-COMPTE-A03 30004018280008765432148 22/10/2016 HOLDING
ics Referancs Bout sn Bout Montant Rékrence bancalre

RUM-2016-D0001 E2E REF POUR OPE4 14405.52 EUR 10022-5D-34567 ICS mon indigué dans le fichier de relevis

E1D-COMPTE-A04 30004018280006765432148

22/10/2018

Refaranc bancairs Mofir

HOLDING

RUM-2016-00001 FR7ZZZZ123456 EZE REF POUR OFES 405,52 EUR 10022-50-34567 Uilisation du mandat Bprés 5a Gste ge fin

E10-comMPTE-A05 30004018280006765432148 22/10/2018 HOLDING
Refsrence Boutsn Bout Montant Référance bancalre.

RUM-2016-00002 FR71ZZZ123456 E2E REF POUR OPES 8405.52 EUR 10456-50-5000 Multi-présentation SDD sur mandat panctuel

[k« <IW> [ ]3] résultats par page

En
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Alerts

The list of the existing alerts is available in Notifications and Alerts — Anti-Fraud Alerts in
Administration.

<« / / fegifisapi.dil/FrameMain?REDIRECT SERVICE=&FRAMEMODE= 0 + &

= SAGE XRT Business Exchan... . ok &F

Tableau de bord ~ E ] ignature inteme ~ Administration ~ Outils ~ };‘

Accueil Paramtres utlisateur  Netifications et alertes

Alertes Admin.

Alertss Paiements  Alertes Mandats  Alertes Signature  Alertes Débitsurs.

La création d'alertes vous permet de noifier une ou plusieurs personnes en fonction de la pertinence des informations que veus souhaitez recevoir , et selon cartains ritéres. Pour créer une nouvelle alerte, cliquez sur e bouten *Ajouter une alerts', Pour modiier ou
supprimer une alerte, cliquez sur e libell de |'alerte,

| Liste des slertes - Page 1/1

résultars par page %
‘Statut Annulé Débits par virement.
Stanue blogué Débits par virement
Stanu Débloqué Débits par virement
Statur validd Débits par virement
Agour dune alerte

Pour ajouter une alerte, diquez sur le bouton ‘Ajouter une alerts’,
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Creating Alerts
From the alert list, click Add Alert.

LB (50) = hitp://localhost/ Jegifisapi.dil/F TREDIRECT SERVICE=&FRAMEMODE= O ~ C || s SAGE XRT Business Exchan x ok &

XRT Business Exchange Tableau de bord ~ @

nige

GE - PPICHON Signature inteme ~ Administraion ~ Outi

hccueil Paramitres ulisateur Notifications et alertes

Groupe de destinataires  Alertes Admin, Fonationnelle Alertes Extraits Bancaires  Alertes Paisments  AlemesMandams  Alertes Signature  Alertes Débiteurs

Un certain nombre de tiches étant automatisées, vous pouvez définir les personnes 3 informer via I'envai d'alertes en fonction de I'vénement chaisi, Sélectionnez les événements devant déclencher une alerte, définissez pour chaque alerte, les groupes de destinataires.
Vous pouvez sffiner la definition de I régle de déclenchement de I'slerte en diquant sur 'Plus d'optians', Cliquez ensuite sur le bouton ‘Enregistrer’. La fréquence d'envoi des alertes dépend dune tiche planifice.

Alere
Libellé : [

Type: Débits par virement| v |

Alerces sur searur de fchiers en anomalies - dbics par virement

Ler et 204 groupes de destinataives

O statut ‘slogu 2 3| —

[mESWE Blus reptions
Dstatat pévicque Blus reptions
[WESWE Blus reptions
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Creating Alerts
From the alert list, click Add Alert.
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XRT Business Exchange Tableau de bord -~ SAGE - PPICHON Signature intene ~ Administration ~

Accuel Paramétres wiilisateur  Notifications et alertes

s " Henes s s Ao emens Aorastindes enssSipanre lrs Dbt

Un cerain nombrs de 3ches ot suomaisées vo il persones 2 o gslertes on foncion de Fvdpement cht éyénements devant déclencher iz déinissez pour chague aeri,les grouges de desiatares.
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Libellé : I

Type:

Mlertes sur relevés en anomalies - débits par prélévement

ser et 204 groupes de destinataires

] s maing une anamalie & dté cétectée sur un relevt dopération T~ >l

|

=
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You must specify the alert's Description and Type with Debit by Transfer, then select: At least one
error was found on a Statement. You must select at least one recipients group.

Editing and Deleting Alerts

To modify an alert, click the alert's Description from the alert list. To save the modifications, click
Change.

To delete a third party, click the alert Description from the alert list. Click Delete,
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